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I nt r od uct ion

This gu ide ou tlines the r equ ir em ents , bes t pr ac tic es , and pr ef er r ed m ethods of
im plem enting Cr es tr on® dev ic es on enter pr is e- lev el networ ks . I t f oc u s es on the c onc er ns of
the I T pr of es s ional.

N OTE : P leas e c ontac t Cr es tr on Tr u e Blu e S u ppor t at 1 - 888- CRE S TRON
(1 - 888- 273- 7876 ) f or any c onc er ns abou t deploying Cr es tr on dev ic es on a networ k.

W ha t Is a Contr ol S y stem ?
A c ontr ol s ys tem is an applianc e- gr ade, networ k- bas ed c om ponent des igned to c ontr ol
dif f er ent dev ic es and link them together ov er an I P networ k. A c ontr ol s ys tem is s u es
c om m ands and gather s data f r om other dev ic es bas ed on u s er - dr iv en and au tom ated
ev ents . Typic ally dr iv ing boar dr oom and c las s r oom AV s ys tem s , a c ontr ol s ys tem tu r ns on
the dis play and s ets the c or r ec t inpu t v ia a tou c h s c r een, r em ote c ontr ol, or keypad.
Contr ol s ys tem s c an als o inter f ac e with lighting and HVAC s ys tem s s o that, f or ex am ple,
when P C is s elec ted, the lights dim to an appr opr iate lev el f or v iewing c om pu ter im ages .
Cr es tr on c ontr ol s ys tem s c an be c u s tom pr ogr am m ed or c onf igu r ed. A s ingle bu tton pr es s
or c ollec tion of data c an tr igger a nu m ber of ev ents .

W hy Is a Contr ol S y stem on My N etw or k ?
Tr aditionally, c ontr ol s ys tem s inter f ac ed with dev ic es v ia I R, RS - 232, c los ed c ontac ts , and
v ar iable v oltage. The pr ogr es s ion in r ec ent year s has m ov ed to I P - bas ed c om m u nic ation.
Many dev ic es hav e im plem ented I P  pr otoc ols f or c ontr ol, m onitor ing, and m anagem ent
m ainly bec au s e I P is m or e c om m on and c os t ef f ec tiv e to integr ate.

Cr es tr on c ontr ol s ys tem s wer e the f ir s t to im plem ent I P  c om m u nic ation alm os t 1 8 year s
ago. Today, Cr es tr on of f er s the m os t adv anc ed I P  dev ic es in the AV and lighting c ontr ol
indu s tr y. Thes e s ys tem s c an be c ontr olled, m aintained, and m onitor ed f r om anywher e
ther e is an I nter net c onnec tion. This gr eatly enhanc es the ability to u pdate and
tr ou bles hoot s ys tem s withou t the need to be phys ic ally on s ite.
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P la n a N et wor k

Bef or e deploying a Cr es tr on s ys tem on a networ k, it is im por tant to c ons ider the gu idelines
pr es ented in this s ec tion. W hile ther e ar e m any ways to c onf igu r e an enter pr is e networ k,
thes e pr ac tic es hav e been f ou nd to be the m os t ef f ic ient and s u c c es s f u l f or Cr es tr on
dev ic es .

Isol a te the N etw or k
Cr es tr on dev ic es s hou ld ex is t on a networ k s epar ate f r om other dev ic e tr af f ic . Other
networ k ac tiv ity c an im pac t the r es pons e tim e of Cr es tr on dev ic es and dis r u pt the u s er
ex per ienc e.

Cr es tr on u s er s ex pec t ins tant c ontr ol and f eedbac k. To ens u r e c ons tant c onnec tion and
ac c u r ate f eedbac k, pr opr ietar y Cr es tr on c ontr ol c om m u nic ation u s es a hear tbeat pac ket.
Los s of r ou nd- tr ip hear tbeat pac kets indic ates u nr eliable c onnec tions . Cr es tr on c ontr ol
s ys tem s hav e s tr ic t r es pons e tim e and c onnec tiv ity r equ ir em ents to ens u r e u s er
c onf idenc e and as s u c h, ar e v er y latenc y s ens itiv e. Ther ef or e, Cr es tr on r ec om m ends
s etting u p all Cr es tr on dev ic es on a dedic ated (Cr es tr on only) VLAN s o that u nnec es s ar y
tr af f ic does not inter f er e with the tim e- s ens itiv e pac kets between Cr es tr on dev ic es .

D eploying Cr es tr on dev ic es on a dedic ated VLAN pr ov ides networ k ac c es s c ontr ol in
addition to the u s er nam e and pas s wor d au thentic ation that is av ailable on Cr es tr on
c ontr ol s ys tem s .

VLAN Confi g ur a ti on
W henev er pos s ible, all Cr es tr on dev ic es s hou ld be s epar ate on their own VLAN . This allows
f or s m oother oper ation of the c ontr ol networ k and helps m anage inf r as tr u c tu r e, r es u lting
in better u s er ex per ienc e.

The f ollowing s teps s hou ld be taken to ens u r e that Cr es tr on dev ic es c an be m anaged
ef f ec tiv ely:

l I f Cr es tr on dev ic es r es ide on m u ltiple VLAN s , s tatic r ou tes s hou ld be s et u p between
VLAN s on a r ou ter .

l D ynam ic Hos t Conf igu r ation P r otoc ol (D HCP ) r equ es ts s hou ld be f or war ded to the
appr opr iate VLAN with a D HCP s er v er .

l F or pr oper oper ation, Cr es tr on por ts s hou ld not be bloc ked. F or detailed
inf or m ation r egar ding the r equ ir ed por t nu m ber s , c ons u lt the appr opr iate pr odu c t
m anu al.

l S om e dev ic es allow s tr eam ing m edia c ontent f r om the I nter net. Thes e dev ic es
s hou ld be allowed to c onnec t to the I nter net if s tr eam ing is des ir ed.

l A 1 6 - por t s witc h s u c h as the CE N - S W P OE - 1 6 s u ppor ts VLAN s , whic h is u s ef u l when
des igning a Cr es tr on networ k.
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Li sten Por ts
A Cr es tr on c ontr ol s ys tem lis tens to the f ollowing s et of por ts . N ot all por ts ar e tu r ned on
by def au lt. Cons u lt the appr opr iate pr odu c t m anu al f or details .

Port Prot ocol Se rv i ce Not e s

2 1 TCP F TP 3 -Se r ie s ® contr ol s ys te m only

2 2 TCP SSH/ SF TP 3 -Se r ie s contr ol s ys te m only

2 3 TCP Te lne t -

8 0 TCP We b acce s s
F or us e r pr ogr am inte r face and s e tup page s
Re quir e d for XP ane l with Smar t G r aphics ® us ing a
we b inte r face

8 4 3 TCP We b acce s s
Re quir e d for XP ane l with Smar t G r aphics us ing a we b
inte r face

16 1 UD P SNMP -

4 4 3 TCP We b acce s s A ctive with SSL e nable d

4 17 9 4 TCP / UD P Cr e s tr on ove r IP P r opr ie tar y Cr e s tr on contr ol communications

4 17 9 5 TCP Cr e s tr on cons ole Re quir e s pr opr ie tar y manage me nt tool

4 17 9 6 TCP Cr e s tr on ove r IP A ctive with SSL e nable d

4 17 9 7 TCP Cr e s tr on cons ole A ctive with SSL e nable d

Cr e s tr on ove r IP Communications
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Mu ltiple lis tener s c an be added to the Cr es tr on c ontr ol s ys tem v ia the u s er pr ogr am .
Cr es tr on r ec om m ends per f or m ing a s ec u r ity s c an on the c ontr ol s ys tem withou t a
pr ogr am and then per f or m ing the s c an again with a pr ogr am . This will help identif y
whether any s ec u r ity br eac hes ar e c r eated by loading the pr ogr am .

Connec t Por ts
Us ing ex ter nal dev ic es and s er v ic es , a Cr es tr on c ontr ol s ys tem c onnec ts to the f ollowing
s ets of por ts . N ot all por ts ar e tu r ned on by def au lt. Cons u lt the appr opr iate pr odu c t
m anu al f or details .

Port Prot ocol Se rv i ce Not e s

2 1 TCP F TP 3 -Se r ie s contr ol s ys te m only

2 5 TCP SMTP Only if e nable d in contr ol pr ogr am

4 2 TCP / UD P WINS acce s s -

5 3 UD P D NS acce s s -

6 7 / 6 8 UD P D HCP configur ation -

8 0 TCP HTTP 3 -Se r ie s contr ol s ys te m only

16 1/ 16 2 UD P SNMP -

4 4 3 TCP HTTP S 3 -Se r ie s contr ol s ys te m only

4 17 9 4 TCP / UD P Cr e s tr on ove r IP P r opr ie tar y Cr e s tr on contr ol communications

4 17 9 6 TCP Cr e s tr on ove r IP A ctive with SSL e nable d

IP Ad d r essi ng
I n m os t ins tallations , Cr es tr on r ec om m ends c onf igu r ing dev ic es with s tatic I P addr es s es .
E s pec ially in lar ge c or por ate or u niv er s ity env ir onm ents , u s ing s tatic or r es er v ed D HCP
aids in m anaging dev ic es and av oids potential D N S is s u es . Howev er , D HCP s hou ld be u s ed
when dev ic es ar e c onnec ted to a Cr es tr on c ontr ol s u bnet. S ee Cr es tr on Contr ol S u bnet f or
m or e inf or m ation.

N OTE : The MP C- M5 s u ppor ts only s tatic I P addr es s ing.

IPv 6
All Cr es tr on E ther net dev ic es c an ex is t on an I P v 6 networ k.

H ostna m es
Cr es tr on r ec om m ends c onf igu r ing D N S and D HCP s er v er s to allow hos tnam es to r es olv e
v ia option 81 or option 1 2.
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Cr es t r on Cont r ol Sub net

The Cr es tr on c ontr ol s u bnet is a G igabit E ther net networ k dedic ated to Cr es tr on dev ic es
f or f as t s ys tem u pdating and tr ou bles hooting. This f eatu r e is av ailable on s elec t 3- S er ies
c ontr ol s ys tem s s u c h as the P RO3 and AV3. The s u bnet por ts pr ov ide s eam les s
c onnec tiv ity to the networ k, r equ ir ing ju s t one I P addr es s f or the entir e Cr es tr on s ys tem .
This enables better all- ar ou nd per f or m anc e while m aintaining the integr ity of the I T
networ k.

Cr es tr on ins taller s c an ac c es s dev ic es within the s u bnet v ia the hos tnam e u s ing Cr es tr on
Toolbox ™ s of twar e. This m akes it eas ier to u pload tou c h s c r een pr ojec ts , to u pload
f ir m war e, and to ac c es s other f u nc tions .

Confi g ur a ti on
All Cr es tr on E ther net dev ic es s hou ld be c onnec ted to the c ontr ol s u bnet ex c ept f or the
dev ic es that pr ov ide s tr eam s to the LAN , s u c h as s ec u r ity c am er as , Captu r eLiv eHD ®
s ys tem dev ic es , and networ k v ideo s tr eam er s . Thes e dev ic es s hou ld be c onnec ted to the
LAN and not to the c ontr ol s u bnet.

Ther e is no enf or c ed lim it to the nu m ber of dev ic es that ar e s u ppor ted on the c ontr ol
s u bnet. W hile the s u bnet m as k pr ov ides an u pper lim it, E ther net bes t pr ac tic es s hou ld be
f ollowed to deter m ine the appr opr iate nu m ber of dev ic es f or the networ k.

Cr es tr on dev ic es s hou ld be s et to D HCP m ode, whic h allows the c ontr ol s u bnet D HCP
s er v er to as s ign addr es s es . Unlike on a pu blic networ k, Cr es tr on r equ ir es all dev ic es on the
c ontr ol s u bnet to be in D HCP m ode. Res er v ed D HCP leas es c an be s et u p on the c ontr ol
s u bnet. The c ontr ol s u bnet c annot r u n in s tatic m ode. W hen on the c ontr ol s u bnet, a
D igitalMedia™ s ys tem s hou ld be in P r iv ate networ k Mode (P N M).

N OTE S :

l S om e D M® s tr eam ing c ar ds s u ppor t two networ k c onnec tions . Thes e s tr eam ing
c ar ds c an r es ide in a D M c has s is on the c ontr ol s u bnet, bu t their ex ter nal networ k
c onnec tions s hou ld be to the c or por ate LAN .

l W hen another D HCP s er v er is detec ted, the c ontr ol s u bnet por t is s hu t down.
Ther ef or e, do not plu g the c ontr ol s u bnet por t into the c or por ate LAN .

l Cr es tr on does not r ec om m end c onnec ting thir d- par ty dev ic es to the c ontr ol
s u bnet. Only Cr es tr on and Cr es tr on Connec ted® dev ic es s hou ld be c onnec ted to
the c ontr ol s u bnet.

l Two c ontr ol s u bnet por ts m ay not be c onnec ted together on the s am e networ k.
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Li sten Por ts
Lis ten por ts ar e u s ed f or c onf igu r ation c hanges f or Cr es tr on dev ic es on the c ontr ol
s u bnet. Lis ten por ts open and c los e dynam ic ally. On the c ontr ol s u bnet, the nu m ber of
lis ten pos ts on the LAN  c hanges . Ther e ar e 4 00 open lis ten por ts . Cr es tr on u tilizes lis ten
por ts r anging f r om 6 4 ,000 to 6 4 ,39 9 .

Contr ol Subne t Example

IP Ad d r essi ng

Au to ma tic M o d e ( D e f a u lt)

I n or der to elim inate r ou ting c onf lic ts between the c ontr ol s u bnet and the LAN , the c ontr ol
s u bnet I P addr es s is au tom atic ally s et bas ed on the LAN - s ide E ther net c onf igu r ation. S ee
the table below f or inf or m ation on c ontr ol s u bnet I P  addr es s ing in au tom atic m ode.

LA N Cont rol Sub ne t

Clas s A Clas s B ( 17 2 .2 2 .0 .0 / 16 )

Clas s B Clas s A ( 10 .0 .0 .0 / 8 )

Clas s C Clas s B ( 17 2 .2 2 .0 .0 / 16 )
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M a n u a l M o d e

Ther e is u s u ally no need to c hange the au tom atic s ettings . I f nec es s ar y, the u s er c an s et
the r ou ting pr ef ix f or the c ontr ol s u bnet m anu ally. This s hou ld only be done if the LAN
c ontains a networ k that c onf lic ts with the c ontr ol s u bnet.

N OTE : I f the r ou ting pr ef ix is s et on the c ontr ol s u bnet, any r es er v ed leas es ar e er as ed
and the c ontr ol s ys tem no longer c hec ks f or r ou ting c onf lic ts between the LAN and the
c ontr ol s u bnet. I t is im por tant that the u s er is f am iliar with how m anu al m ode oper ates
bef or e pr oc eeding.

To s et the r ou ting pr ef ix f or the c ontr ol s u bnet m anu ally:

1 . F r om the Cr es tr on Toolbox S ys tem I nf or m ation Tool, s elec t F u nc tions > E ther net
Addr es s ing. The E ther net Addr es s ing window opens .

2. Clic k the Contr ol S u bnet tab.

3. Clic k Manu al f or the Contr ol S u bnet.

4 . E nter the pr ef ix f or Rou ting (in Clas s les s I nter - D om ain Rou ting (CI D R) notation),
and s elec t the bit length of the pr ef ix af ter the / .

N OTE : Only bit lengths f r om / 8 to / 24 ar e ac c epted. An ex am ple of a v alid r ou ting
pr ef ix is 1 72.22.0.0/ 1 6 .

H ostna m es
Cr es tr on r ec om m ends c hanging hos tnam es to m eaningf u l nam es . The c ontr ol s u bnet
allows por t f or war ding bas ed on the hos tnam e of the dev ic e.
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Secur it y

The f ollowing s ec u r ity inf or m ation is c enter ed ar ou nd Cr es tr on c ontr ol s ys tem s . F or a lis t
of c ontr ol s ys tem s , s ee www.c r es tr on.c om .

S ec ur i ty S etup
W hen s etting u p s ec u r ity on a Cr es tr on c ontr ol s ys tem :

l D ef ine an adm inis tr ator pas s wor d to gu ar antee that only au thor ized per s onnel c an
m ake c hanges to the c onf igu r ation of Cr es tr on equ ipm ent.

l E nable S S L to ens u r e that pas s wor ds ar e not s ent as c lear tex t ov er the networ k.

l Hav e a Cr es tr on pr ogr am m er add pas s wor ds and pas s c odes to the s ec tions of the
u s er pr ogr am that ar e r elated to the c onf igu r ation of thir d- par ty dev ic es .

Fi r ew a l l S etup a nd Com m uni c a ti on Ac r oss Mul ti p l e VLAN s
Cr es tr on s ys tem s c an be c ontr olled r em otely. F or ex am ple, an iP ad® dev ic e r u nning
Cr es tr on Mobile P r o® G on a 3G c ellu lar networ k c an s end c om m ands to the c ontr ol
s ys tem to adju s t lights . This ex am ple wou ld r equ ir e the f ollowing por ts in or der to hav e
ac c es s to the ou ts ide networ k:

Port Prot ocol Se rv i ce Not e s

8 0 TCP We b s e r ve r
We b page s can als o be hos te d via IIS or othe r cor por ate
we b s e r ve r

4 4 3 TCP We b s e r ve r Us e for s e cur e SSL acce s s

4 17 9 4 TCP Cr e s tr on ove r IP P r opr ie tar y Cr e s tr on contr ol communications

Additionally, Cr es tr on c ontr ol s ys tem s c an be m anaged f r om any I P addr es s loc ally or
r em otely. P r ogr am s and f ir m war e c an be u pdated, and diagnos tic tes ts c an be per f or m ed.
F or thes e c om m u nic ations , enable the f ollowing:

Port Prot ocol Se rv i ce Not e s

4 17 9 5 TCP Cr e s tr on cons ole Us e if SSL is dis able d

4 17 9 7 TCP Cr e s tr on cons ole Us e if SSL is e nable d

F or m or e inf or m ation on how to deploy a Cr es tr on s ys tem in a s ec u r e env ir onm ent, s ee
the Cr es tr on S ec u r e D eploym ent gu ide at Cr es tr on Tr u e Blu e Online Help (Ans wer I D 5 5 71 ).

https://www.crestron.com/
https://support.crestron.com/app/answers/answer_view/a_id/5571
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Dig it a lMed ia N et wor k Cons id er a t ions

Mos t Cr es tr on D igitalMedia dev ic es ar e E ther net dev ic es . E ther net tr af f ic du e to
D igitalMedia dev ic es is r elativ ely low. The c u s tom c ontr ol s ys tem pr ogr am that ties the D M
s ys tem together dic tates how m u c h bandwidth is needed.

D igitalMedia Cer tif ied D es igner s and E ngineer s

E v er y Cr es tr on D M s ys tem s hou ld be des igned by a D igitalMedia Cer tif ied D es igner - 4 K
(D MC- D - 4 K) and c om m is s ioned by a D igitalMedia Cer tif ied E ngineer - 4 K (D MC- E - 4 K).

Only Cr es tr on c er tif ied engineer s ens u r e that a s ys tem is pr oper ly ins talled and
c onf igu r ed to Cr es tr on s tandar ds . The inf or m ation in this gu ide is intended to ex plain
bas ic D M I P addr es s ing gu idelines . S ee the Cr es tr on webs ite f or m or e inf or m ation on
D MC Tr aining f or 4 K.

E ac h D M link (c onnec tion between two D M dev ic es ) c ar r ies E ther net em bedded ins ide.
Ther ef or e, no additional wir ing is needed to pr ov ide networ k c onnec tiv ity f or thir d- par ty
E ther net pr odu c ts ins talled at the endpoints . I nter c onnec ted D M dev ic es need only a s ingle
point (typic ally the m ain s witc her ) to be c onnec ted to the LAN in or der to pr ov ide E ther net
to all dev ic es in the s ys tem . To f ac ilitate this , Cr es tr on D M dev ic es hav e integr ated,
m anaged E ther net s witc hes and an ex pos ed E ther net por t.

N OTE : A D M endpoint is any D M tr ans m itter or r ec eiv er .

N OTE : Cr es tr on has thr ee new s witc her s : D M- MD 8X8- CP U3, D M- MD 1 6 X1 - CP U3, and
D M- MD 32X32- CP U3. F or s im plic ity, thr ou ghou t this doc u m ent the s witc her s ar e
des ignated as D M- MD 8X8(- CP U3), D M- 1 6 X1 6 (- CP U3), and D M- MD 32X32(- CP U3) to
ac c om m odate both the older and newer m odels .

I n the s c enar io below, E ther net c onnec tiv ity is pr ov ided to all D M dev ic es and thir d- par ty
dev ic es f r om the s ingle LAN  c onnec tion at the D M- MD 8X8(- CP U3). This elim inates the
need to r u n ex tr a wir ing to eac h loc ation to pr ov ide E ther net c onnec tiv ity.

D igitalMe dia Ethe r ne t Conne ctivity

The m ain E ther net u plink to a D M s ys tem oc c u r s at the D igitalMedia s witc her .
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The f ollowing s witc her s hav e 1 0/ 1 00/ 1 000Bas eT au to- negotiating u plink por ts :
D M- MD 6 X4 , D M- MD 6 X6 , D M- MD 8X8(- CP U3), D M- MD 1 6 X1 6 (- CP U3), D M- MD 32X32
(- CP U3), and all D MP S m odels .

The D M- MD 6 X1 s witc her has 1 0Bas eT/ 1 00Bas eTX au to- negotiating u plink por ts .
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Dig it a lMed ia I P Config ur a t ion

Pr i v a te N etw or k Mod e
P r ior to 201 2, ev er y D M c ar d and endpoint in an ins tallation r equ ir ed its own I P addr es s on
the c or por ate networ k. I n 201 2, Cr es tr on intr odu c ed P N M to D M s witc her s . P N M gr eatly
r edu c es the nu m ber of I P addr es s es r equ ir ed f or D M ins tallations . Cr es tr on r ec om m ends
u s ing P N M to m anage E ther net s ettings f or D M c ar ds and endpoints c onnec ted to a D M
s witc her . Other m ethods ar e not r ec om m ended. F or details on legac y m odes of oper ation,
s ee Cr es tr on Tr u e Blu e Online Help.

N OTE : P N M is not applic able to s tandalone ins tallations inv olv ing dir ec tly c onnec ted D M
endpoints with no as s oc iated D M s witc her s . I n thes e ins tallations , eac h endpoint dev ic e
needs its own I P addr es s , either c onf igu r ed m anu ally or v ia D HCP .

P N M c r eates a c om pletely pr iv ate I P networ k f or all D M c ar ds and endpoints that ar e
c onnec ted to the D M s witc her , ef f ec tiv ely is olating them f r om the bu ilding networ k. P N M
s ignif ic antly s tr eam lines hom e and or ganizational inf r as tr u c tu r es , c ons er v es I P  addr es s es ,
r edu c es c os ts , and s im plif ies s ys tem m anagem ent and tr ou bles hooting.

The only dev ic e that appear s on the bu ilding networ k is the D M s witc her . The s witc her
needs ju s t one I P addr es s , whic h c an either be s et s tatic ally or as s igned v ia the bu ilding' s
D HCP s er v er . I n P N M m ode, none of the c ar ds or endpoints ar e dir ec tly r eac hable v ia the
networ k of the bu ilding. I ns tead, c om m u nic ation with thes e dev ic es is m anaged thr ou gh
the m ain D M s witc her . The dev ic es c onnec ted to the LAN por ts f ou nd on m any D M
endpoints r em ain v is ible to the networ k. S ee P r iv ate N etwor k Mode with Au x iliar y D ev ic es
f or an illu s tr ation.

The m ain D M s witc her CP U is the only dev ic e c onnec ted to both networ ks . The CP U m ay
r ec eiv e an ins tr u c tion on the pu blic networ k (s u c h as f r om a Cr es tr on c ontr ol s ys tem ) and
c r eate a new ins tr u c tion f or a dev ic e on the pr iv ate networ k (D M c ar d, blade, or endpoint).
At no tim e does an E ther net pac ket f r om the pu blic networ k tr av er s e to the pr iv ate
networ k, and no pr iv ate E ther net pac kets tr av er s e to the pu blic networ k.

F or m os t ins tallations , s u c h as in c or por ate or u niv er s ity s ettings , u s ing P N M is the bes t
pr ac tic e bec au s e it does not heav ily im pac t the networ k. P N M als o is olates D M- r elated
tr af f ic .

https://www.crestron.com/
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N OTE S :

l P N M is enabled by def au lt on all new u nits and is enabled u pon s ys tem r es tor e.
P N M is only av ailable in P UF (f ir m war e pac kage u pdate f ile) 2.4 0 or later .

l P N M is not c onf igu r able on s witc her s equ ipped with the D MC- CP U3, wher e it is
always enabled.

l D MP S u nits r equ ir e two I P addr es s es . Both the integr ated c ontr ol pr oc es s or and
the integr ated D M equ ipm ent (s witc her and all endpoints ) r equ ir e their own I P
addr es s .

l I f an endpoint is c onnec ted to a D M s witc her , its LAN  c onnec tor m u s t not be
c onnec ted to the c or por ate networ k. I n this c onf igu r ation LAN  por ts ar e only f or
c onnec tion to dev ic es s u c h as laptops , Blu - r ay™ player s , or pr ojec tor s .
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P r iva te N e tw o r k M o d e Co n f ig u r a tio n O p tio n s
PNM
ON/OF F

M od e Comme nt s

P NM ON Static A s s igns one IP addr e s s to the main D M s witche r

P NM ON D HCP Take s one IP addr e s s fr om the D HCP s e r ve r

P NM OF F * Static and D HCP
Can be in Static or D HCP mode
Re quir e s many IP addr e s s e s
Not r e comme nde d for mos t ins tallations

* A p p l i e s t o D M -M D 8 X8 , D M -M D 16X16, a nd D M -M D 3 2 X3 2 wi t h D M C-CPU onl y . PNM i s not conf i g ura b l e on
swi t che rs e q ui p p e d wi t h t he D M C-CPU3 , whe re i t i s a l wa y s e na b l e d .

P r ivate Ne twor k Mode with A uxiliar y D e vice s
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N OTE S :

l D HCP - dis tr ibu ted I P addr es s es hav e been c hos en at r andom to s how that
dev ic es attac hed to D M endpoints ar e c onnec ted to the bu ilding LAN .

l The dev ic es enc los ed in the gr ay box ar e is olated f r om the c u s tom er networ k bu t
ar e ac c es s ible thr ou gh the I P addr es s as s igned to the D M- MD 8X8(- CP U3).

M u ltip le D ig ita lM e d ia S w itch e r s Us in g P r iva te N e tw o r k M o d e

W hen two or m or e s witc her s ar e c onnec ted v ia D M links , they ar e c ons ider ed c as c aded.
E ac h D M s witc her in a c as c aded s ys tem m u s t be c onf igu r ed with a u niqu e S ys tem I D . This
pr ev ents I P  c onf lic ts am ong D M dev ic es on the pr iv ate networ k. I n the illu s tr ation below,
only one I P addr es s per s witc her is r equ ir ed f r om the bu ilding networ k.

Multiple D M Switche r s Us ing P NM Example

N OTE : The S ys tem I D c an r ange f r om 01 to 6 4 and m u s t be u niqu e f or eac h D M
s witc her . By def au lt, the S ys tem I D is s et to 01 . The I D c an be s et v ia the f r ont panel, the
S I MP L pr ogr am , or the S ys tem I nf o tool in Cr es tr on Toolbox . E ac h D M s witc her m u s t
be dir ec tly c onnec ted to the c or por ate LAN . One D M s witc her c annot r ec eiv e E ther net
v ia another D M s witc her , and eac h D M s witc her m u s t r ec eiv e an I P addr es s f r om the
c ontr ol s u bnet.
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R a p i d S p a nni ng Tr ee Pr otoc ol
S inc e D M dev ic es em bed E ther net in ev er y link, a v alid AV c onf igu r ation c an c r eate networ k
loops , s u c h as r ou ting two AV s ignals f r om one s witc her to another s witc her . To elim inate
any networ k looping pr oblem s , D M pr odu c ts im plem ent I E E E 802.1 w RS TP (Rapid
S panning Tr ee P r otoc ol). W ith P N M enabled, the D M s witc her m anages the D M E ther net
links to pr ev ent networ k loops .

D M pr odu c ts tr ans m it Br idge P r otoc ol D ata Units (BP D U) per the RS TP s pec if ic ation.
W ith P N M enabled, BP D Us ar e is olated to the pr iv ate networ k and ar e not v is ible to the
c or por ate networ k. RS TP is not enabled on u s er - ac c es s ible LAN c onnec tor s . To pr ev ent
networ k loops , endpoints s hou ld not be c onnec ted to the c or por ate LAN in this
c onf igu r ation.

By def au lt, ev er y D M s witc her s hips with P N M and RS TP enabled. I f P N M is dis abled, RS TP
r em ains enabled. I f r equ ir ed, dis able RS TP and m anage E ther net por ts m anu ally.

N OTE : P N M is not c onf igu r able on s witc her s equ ipped with the D MC- CP U3, wher e it is
always enabled.

Mu ltiple S panning Tr ee P r otoc ol (MS TP ), whic h is an adv anc ed v er s ion of RS TP , s u ppor ts
m u ltiple s panning tr ees on m u ltiple VLAN s . D M im plem ents RS TP bu t not MS TP . I f r u nning
MS TP on the networ k, ens u r e that the networ k por t to whic h D M is c onnec ted only belongs
to one VLAN . This is only a pr oblem if P N M is dis abled.

Managed E ther net s witc hes c an be c onf igu r ed to hav e edge por ts . E ther net s witc hes
c annot be plu gged into edge por ts . I f P N M is enabled, a D M s witc her is c om patible with
edge por ts . I f P N M is dis abled, the m anaged E ther net s witc hes m ay c ons ider the D M
s ys tem to be an E ther net s witc h and s hu t down the edge por t.
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D M Ethe r ne t Wir ing Example

N OTE S :

l D M s witc her s s hou ld be the only dev ic es in the D M s ys tem c onnec ted to the LAN .

l E ns u r e that the S ys tem I D of eac h D M s witc her in the s ys tem is u niqu e.

l D o not c onnec t r oom c ontr oller s or tr ans m itter s to the LAN .
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P ower ov er Et her net B ud g et ing

P ower ov er E ther net (P oE ) pr ov ides a one- wir e s olu tion f or c onnec ting Cr es tr on tou c h
s c r eens , gateways , and other dev ic es . P oE deliv er s power and data ov er a s ingle CAT5 / 6
networ k c able. All f iv e por ts ar e G igabit c apable to ens u r e m ax im u m bandwidth f or
m u ltim edia and c r itic al c ontr ol data.

The P oE s tandar d s pec if ies power by c las s . W hen c onnec ted to P ower S ou r c ing E qu ipm ent
(P S E ), eac h P ower ed D ev ic e (P D ) dec lar es its c las s to the P S E . The P S E in tu r n r es er v es a
s et am ou nt of power f or eac h dev ic e bas ed on its c las s , as s hown in the table below.

Cl a ss Powe r Ra ng e

Clas s 0 ( Unclas s ifie d) Up to 15 .4 watts at P oE por t, 12 .9 5 watts at de vice

Clas s 1 4 .0 watts at P oE por t, 3 .8 4 watts at de vice

Clas s 2 7 .0 watts at P oE por t, 6 4 9 watts at de vice

Clas s 3 15 .4 watts at P oE por t, 12 .9 5 watts at de vice

Clas s 4 ( P oE+) 3 0 .0 watts at P oE por t, 2 5 .5 0 watts at de vice

Pow er Bud g eti ng on PoE S w i tc hes
The c alc u lation f or power bu dgeting on P oE s witc hes is :

P oE s witc hes r es er v e the m ax im u m of eac h c las s if ic ation r egar dles s of how m u c h power
the dev ic e is ac tu ally u s ing. Clas s 4 (P oe+) is f or dev ic es that r ange f r om 1 3 to 25 .5 watts .

P oE + power ed dev ic es ar e r equ ir ed to s u ppor t Link Layer D is c ov er y P r otoc ol (LLD P ) power
negotiation. I f the P oE + s witc h s u ppor ts this , the am ou nt of power r es er v ed is negotiated
between the s witc h and the dev ic e. Cons u lt the data s heet f or the dev ic e to deter m ine the
P oE + power r equ ir ed. The CE N - S W P OE - 1 6 im plem ents LLD P power negotiation. LLD P
negotiation is optional per the 802.3at s tandar d f or power s ou r c e equ ipm ent. Ther ef or e, if
the P S E does not s u ppor t LLD P negotiation, the f u ll 30 watts is r es er v ed f or all Clas s 4
dev ic es .

IE E E S ta nd a r d s
The I E E E 802.3at s tandar d has r eplac ed 802.3af . The 802.3af s tandar d pr ec eded P oE + and
only c ov er s Clas s es 0 thr ou gh 3. The 802.3at s tandar d c ov er s Clas s es 0 thou gh 4 .
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